Pattingham Drama Group Data Policy — GDPR Compliance
1. Introduction

Pattingham Drama Group (PDG) is committed to being transparent about how it collects and uses
the personal data of its members and to meeting its data protection obligations. This policy sets out
PDG's commitment to data protection, and individual rights and obligations in relation to personal
data.

This policy applies to the personal data of members of PDG. Members of PDG are any individual
who has completed the annual membership form and has been accepted as a member by the
committee. Members also include individuals who have been granted life membership by PDG.

PDG has appointed its secretary as the person with responsibility for data protection compliance
within PDG. He/she can be contacted at: <secretary@pattinghamdramagroup.co.uk>

Questions about this policy, or requests for further information, should be directed to him/her.
Definitions

"GDPR" is the General Data Protection Regulation, the data protection regime that applies to
most UK businesses and organisations, covered by the Data Protection Act 2018.

"Personal data" is any information that relates to a living individual who can be identified from
that information. Processing is any use that is made of data, including collecting, storing, amending,
disclosing or destroying it.

"Special categories of personal data" means information about an individual's racial or ethnic
origin, political opinions, religious or philosophical beliefs, trade union membership, health, sex life
or sexual orientation and biometric data.

"Criminal records data" means information about an individual's criminal convictions and
offences, and information relating to criminal allegations and proceedings.

2. Data protection principles
PDG processes personal data in accordance with the following data protection principles:

e Personal data is processed lawfully, fairly and in a transparent manner;

e Personal data is collected only for specified, explicit and legitimate purposes;

e Personal data is processed only where it is adequate, relevant and limited to what necessary
for the purposes of processing;

e Personal data is accurate and all reasonable steps are taken to ensure that inaccurate personal
data is rectified or deleted without delay;

e Personal data is kept only for the period necessary for processing;

e Appropriate measures are adopted to make sure that personal data is secure, and protected
against unauthorised or unlawful processing, and accidental loss, destruction or damage.

PDG tells individuals the reasons for processing their personal data, how it uses such data and the
legal basis for processing in its privacy notices. It will not process personal data of individuals for
other reasons.



Where PDG relies on its legitimate interests as the basis for processing data, it will carry out an
assessment to ensure that those interests are not overridden by the rights and freedoms of
individuals.

PDG does not process special categories of personal data or criminal records data to perform
obligations or to exercise rights in employment law.

Members personal data is held in hard copy or electronic format, or both. The periods for which
PDG holds personal data are contained in its privacy notices to individuals.

3. Individual rights
As a data subject, individuals have a number of rights in relation to their personal data.
They can require the PDG to:

e Rectify inaccurate data;

e Stop processing or erase data that is no longer necessary for the purposes of processing;

e Stop processing or erase data if the individual's interests override PDG's legitimate grounds
for processing data (where the PDG relies on its legitimate interests as a reason for
processing data);

e Stop processing or erase data if processing is unlawful;

e Stop processing data for a period if data is inaccurate or if there is a dispute about whether
or not the individual's interests override PDG's legitimate grounds for processing data and
make a subject access request.

To ask the PDG to take any of these steps, you should send the request to:
<secretary(@pattinghamdramagroup.co.uk>

4. Data security

PDG takes the security of personal data seriously. PDG has internal policies and controls in place to
protect personal data against loss, accidental destruction, misuse or disclosure, and to ensure that
data is not accessed, except by members in the proper performance of their duties.

PDG does not engages third parties to process personal data on its behalf.

5. Data breaches

If PDG discovers that there has been a breach of a member's personal data that poses a risk to the
rights and freedoms of individuals, it will report it to the Information Commissioner within 72
hours of discovery. The PDG will record all data breaches regardless of their effect.

If the breach is likely to result in a high risk to the rights and freedoms of individuals, it will tell

affected individuals that there has been a breach and provide them with information about its likely
consequences and the mitigation measures it has taken.



6. Data Retention and Your Rights under GDPR

PDG takes the security of your data seriously. PDG has internal policies and controls in place to try
to ensure that your data is not lost, accidentally destroyed, misused or disclosed, and is not accessed
except by its members in the performance of their duties.

For how long does the PDG keep data?

PDG will hold your personal data for while you are a member of PDG. PDG will retain your data
for five years after you cease to be a member of PDG. This is to allow PDG to keep in touch with
lapsed members and to facilitate your re-joining PDG.

Your rights
As a data subject, you have a number of rights. You can:

e Access and obtain a copy of your data on request;

e Require PDG to change incorrect or incomplete data;

e Require PDG to delete or stop processing your data, for example where the data is no longer
necessary for the purposes of processing;

e Object to the processing of your data where PDG is relying on its legitimate interests as the
legal ground for processing;

e Ask the PDG to stop processing data for a period if data is inaccurate or there is a dispute
about whether or not your interests override the PDG's legitimate grounds for processing
data.

If you would like to exercise any of these rights, please contact the PDG secretary at:
<secretary@pattinghamdramagroup.co.uk

If you believe that PDG has not complied with your data protection rights, you can complain to the
Information Commissioner.

7. Privacy Notice

Data controller: Pattingham Drama Group ("PDG")

PDG collects and processes personal data relating to its members to manage the membership
relationship. Members of PDG are any individual who has completed the annual membership form
and has been accepted as a member by the committee. Members also include individuals who have
been granted life membership by PDG. PDG is committed to being transparent about how it collects
and uses that data and to meeting its data protection obligations.

What information does PDG collect?

PDG collects and processes a range of information about you. This includes your name, address and
contact details, including email address and telephone number.

PDG collects this information in a variety of ways. For example, from the PDG membership form
Data is stored in electronic and hard copies at the PDG's secretary's home address in a secure

location. A sub-set of the data is stored at the Membership Secretary’s home address to enable
him/her to carry out his/her responsibilities



Why does PDG process personal data?

PDG has a legitimate interest in processing personal data before, during and after the end of your
membership of PDG. Processing data allows PDG to:

Contact you by letter or email;

Provide information relating to shows, production meetings or rehearsals;
Invite you to the AGM;

Provide information of social events;

Including your name in programmes.

Where PDG relies on legitimate interests as a reason for processing data, it has considered whether
or not those interests are overridden by the rights and freedoms of PDG members and has concluded
that they are not.

PDG has a Data Policy which can be accessed on PDG's website.
Who has access to data?

Your information will be shared internally, including with members of PDG committee and with
other members to facilitate productions.

PDG does not share your data with third parties without your consent.
How does PDG protect data?

Members are responsible for helping PDG keep their personal data up to date. Individuals should let
PDG know if data provided to PDG changes, for example if an individual moves house or email
address.

Members of PDG committee may have access to the personal data of other members in the course
of their duties. Where this is the case, PDG relies on individuals to help meet its data protection
obligations to staff.

Individuals who have access to personal data are required:

e To access only data that they have authority to access and only for authorised purposes;

e Not to disclose data except to individuals (whether inside or outside PDG) who have
appropriate authorisation;

e To keep data secure (for example by complying with rules on access to premises, computer
access, including password protection, and secure file storage and destruction);

e Not to remove personal data, or devices containing or that can be used to access personal
data, from PDG's premises without adopting appropriate security measures (such as
encryption or password protection) to secure the data and the device;

e Not to store personal data on local drives or on personal devices that are used for work
purposes;

e To report data breaches of which they become aware to the secretary immediately.

8. General

PDG reserves the right from time to time to amend this policy.



